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Bitcoin
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Introduction to Blockchain

 What is Blockchain?

Blockchain ≡ Distributed Ledger Technology (DLT)

Source: https://bitcoin.org/bitcoin.pdf
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Introduction to Blockchain
 Blockchain (= Linked Blocks of Transactions)

Source: https://www.netguardians.ch/news/2016/12/22/blockchain-explained-part-2 Source: https://fifthperson.com/how-the-blockchain-might-disrupt-the-banking-financial-industries/
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Introduction to Blockchain
 Block creation, Linking Blocks by Hashing
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Introduction to Blockchain

 Key features of Blockchain
1) Decentralized Management
2) Transparency and Chronology of Transaction Data
3) Immutability of Transaction Data
4) Anonymity of Entities  Cause the wrong use of cryptocurrency

source: https://cmp.smu.edu.sg/ami/article/20161208/smarter-banking
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Introduction to Blockchain

 Key technologies of Blockchain
1) Asymmetric Encryption
2) Hash Function
3) Merkle Tree
4) Key-value Database
5) P2P Communication Protocol
6) Consensus Algorithm

1)

2)

3)

4)

5)

6)
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Introduction to Blockchain

 Transaction process in Blockchain
• Transaction → Confirmation → Settlement

4. Those in the network
approve the
transaction is valid

1 2

2. The transaction
is represented online
as a ‘block’

3

1. A wants to send 
money to B

A

Transaction

4 5

5. The block then can be added
to the chain, which provides
an indelible and transparent
record of transactions

Confirmation

6

B

settlement
6. The money moves from A to B

3. The Block is broadcast to
every party in the network
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Introduction to Blockchain

 Public vs. Private Blockchains

Attribute Permissioned Non-Permissioned

Private e.g. Hyperledger
Fabric, MS BaaS -

Public e.g., Ripple e.g., Bitcoin, 
Ethereum

MS BaaS = Microsoft Blockchain as a Service
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Introduction to Cryptocurrency
 A cryptocurrency is a digital or virtual currency which is encrypted using 

cryptography used for the purpose of making payments or representing assets 
based on Blockchain
• e.g., Bitcoin, Ethereum, Filecoin

 Altcoins are the various alternative cryptocurrencies that were launched after the 
massive success achieved by Bitcoin
• e.g., Ethereum, Litecoin, Bitcoin Cash, Namecoin, Dogecoin, DASH

 Crypto Coins are cryptocurrencies that have been generated by the blockchain to 
pay for incentives and transactions fees for miners (or block producers)
• e.g., Bitcoin, Ethereum, Bitcoin Cash, Ripple, DASH, EOS

 Crypto Tokens are cryptocurrencies that have been generated by smart contracts in 
DApp and represent an asset or utility
• e.g., Filecoin, Tether, OmiseGO
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Cryptocurrencies (Bitcoin and Altcoins)
Crypto-
currency

Launch Aim Consensus 
Mechanism

Technological Peculiarities Privacy Transactions 
per Second

Bitcoin 
(BTC)

01/2009 Purely peer-to-peer version of 
electronic cash

PoW UTXO model, 1 MB block size, 
hash SHA-256, 10 min block 
time

No 7

Litecoin
(LTC)

10/2011 Instant, near-zero cost 
payments to anyone in the 
world

PoW Fork of Bitcoin, decrease of 
block generation time to 2.5 
min

No 56

Ripple 
(XRP)

09/2012 Real-time gross settlement 
system, currency exchange 
and remittance network

Consensus of 
supermajority

Permissioned, public blockchain No > 10.000

DASH 01/2014 Instant, private, secure 
payments

PoW, Proof of 
Service

2-tier-network including miners 
and master nodes

Yes 28

Ethereum
(ETH)

07/2015 Smart Contracts for DApps
plus electronic payment

PoW Account, Ethash, decrease of 
block generation time to 10-20 
seconds.

NO 15

Bitcoin Cash 
(BCH)

08/2017 Lower TX fees and more 
reliable confirmations than 
Bitcoin

PoW Fork of Bitcoin, increase of 
max. blocksize to 8 MB

No 60

PoW = Proof of Work
PoS = Proof of Stake
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Introduction to Blockchain Monitoring

 What is Blockchain Monitoring?
• Overview

<15
>

Node

Node

Node

Node

Node

Node
Node

Transaction:                   
A→B
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Introduction to Blockchain Monitoring

 Why do we need Blockchain Monitoring? (1)
• Anonymity of blockchain transactions  Misusing cryptocurrency
• To detect illegal transactions and crimes

− Drug dealing, illegal weapons trading, money laundering, various frauds (lending, securities,  
...), illegal gambling, etc.

• Examples
− In 2013, Ross Ulbricht was arrested for operating Silk Road anonymous market
− In 2017, Alexander Vinnik was arrested for money laundering through BTC-e
− In 2018, 80 people were arrested for dealing drugs using Bitcoin

source: https://ethereumworldnews.com/dark-web-drug-dealers-arrested-for-laundering-2-3-mln-in-btc/

source: https://www.ccn.com/bitcoin-laundering-two-men-convicted/
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Introduction to Blockchain Monitoring

 Why do we need Blockchain Monitoring? (2)
• Tax compliance

− How to impose tax on miners who generate revenue from successively mining blocks and 
those who receive “airdrops” (National Tax Service)

source: https://www.cnbc.com/2018/04/13/how-to-handle-bitcoin-tax-situations-like-airdrops-and-mining.html source: 2014 IRS Tax Guidance
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Introduction to Blockchain Monitoring

 Why do we need the Blockchain Monitoring? (3)
• DDoS attack

− How to detect DDoS attack caused by the big volume of transactions

• Others
− How to detect vulnerable smart contracts in blockchain
− How to predict possible events in blockchain
− How to ensure the availability of blockchain by identifying application and node failures

source: https://news.bitcoin.com/200000-unconfirmed-transactions-
pile-another-crazy-day-bitcoin/
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Introduction to Blockchain Monitoring
 What kind of data should we monitor?

• Block 
• Transaction (Historical + Real-time)
• Contract
• Network
• Node
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Introduction to Blockchain Monitoring
 Monitoring data: Block

• BlockHash, Height, Version, Timestamp, Difficulty, Chainwork, …

• What can we do?  Provide the evidence of imposing tax to miners
− Calculate how many hashes were consumed for the miner to mine a block
− Calculate how much the miner earns
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Introduction to Blockchain Monitoring
 Monitoring data: Transaction

• Input (Sender Address), Output (Receiver Address), TxHash, Size, Fee, …
• Mempool state

• What can we do?  Detect illegal transactions and DDoS attacks
− Classify the same user of multiple addresses
− Build the graph of transaction chain (Who gives and receives)
− Calculate the rate of incoming and outgoing transactions 
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Introduction to Blockchain Monitoring
 Monitoring data: Smart Contract

• Contract Address, State, Bytecode, Language, Event, …

• What can we do?  Protect from being hacked
− Detect vulnerabilities that can appear from smart contracts
− Tract the state and activity of the designated smart contract
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Introduction to Blockchain Monitoring
 Monitoring data: Network

• Peer Connectivity, Throughput, Latency, Bandwidth, …

• What can we do?  Analyze performance and scalability of blockchains
− Analyze characteristics of propagation of blocks and transactions

– Propagation delay between nodes
– Performance per network connection and node type

− Measure performance on broadcasting routing
– The amount of duplicate messages
– Comparison of routing performance per each blockchain platform
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Introduction to Blockchain Monitoring
 Monitoring data: Node

• Node Type, CPU & Memory Usage (CPU, Mem, Disk), Sys. Info, …

• What can we do?  Manage “private blockchains”
− Measure system failure and performance of nodes 

– Resource state of nodes, program error, system/network performance
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Introduction to Blockchain Monitoring
 Methods to collect data (1)

• Using Blockchain Explorer
− https://www.blockchain.com/explorer
− https://blockexplorer.com/
− https://etherscan.io/
− …

source: https://www.blockchain.com/explorer
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Introduction to Blockchain Monitoring
 Methods to collect data (2)

• Using RPC on blockchain clients

The result of a RPC command to get information of a blockBitcoin RPC commands
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Introduction to Blockchain Monitoring
 Methods to collect data (3)

• Parsing the log of blockchain clients

.

.

.
Logs generated from Bitcoin Core
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Introduction to Blockchain Monitoring
 Methods to collect data (4)

• Developing a small client
− Using socket library and each protocol

source: Bitcoin Protocol Documentation, 
https://en.bitcoin.it/wiki/Protocol_documentation
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Blockchain Monitoring and Analysis System
 Related Work (1)

• Blockchain Explorer – Bitcoin, Ethereum, …
− Show the blockchain data such as Block, Transaction and Contract

Source: Blockexplorer – Bitcoin,
https://blockexplorer.com/

Source: EthereScan – Ethereum,
https://etherscan.io/
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Blockchain Monitoring and Analysis System
 Related Work (2)

• Blockchain Nodes – Bitcoin, Ethereum, …
− Show the overall information of nodes in blockchain network

Ex) The number of nodes, Geographical position of nodes

Source: https://bitnodes.earn.com/ Source: https://www.ethernodes.org/network/1



DPNM Lab. POSTECH 32

Blockchain Monitoring and Analysis System
 Related Work (3)

• Blockchain Analysis – CHAINALYSIS

Source: https://www.chainalysis.com/
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Blockchain Monitoring and Analysis System
 Overall Architecture – our own
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Blockchain Monitoring and Analysis System
 Monitoring Agent & Node Interface

• Collect data by using RPC on blockchain platforms
− Node, Network, Block, Transaction, Contract
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Blockchain Monitoring and Analysis System
 Database on Blockchain server

• Receive the collected data through Kafka broker
− To store a huge real-time data such as a number of pending transactions from several nodes

• Preprocess the received data using Apach storm
− Indexing, extraction of statistical information, separating transactions from a block, 

distribution on storing data
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Blockchain Monitoring and Analysis System
 Analysis engine on Blockchain server

• Extract statistical data and associated data
− Analysis engine for time-series analysis, processing on statistical data and association rule 

between data
• Analyze the association data through clustering algorithm

− K-means, SOM 
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Blockchain Monitoring and Analysis System
 Web Interface Architecture

• Show the collected data and result of analysis (Visualization processing)
• Support REST APIs to allow users to get the data
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Applications & Summary
 Applications

• Blockchain Forensic, Criminal Transaction Detection, DDoS Protection, 
Private Blockchain Management, etc.
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Summary
 Blockchain

• Main features: Decentralization, Transparency, Immutability, Anonymity
 Needs of Blockchain Monitoring 

• illegal transaction detection, DDoS attack detection, tax imposition of revenue 
from mining, ... 

 Monitoring data
• Block, Transaction, Smart Contract, Network, Node

 Blockchain Monitoring and Analysis System
 Applications

• Blockchain Forensic, Criminal Transaction Detection, Blockchain DDoS 
Protection, Private Blockchain Management
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