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Introduction to Blockchain oL

= What is Blockchain?

Block Block
— P Prev Hash Nonce » Prev Hash Nonce
Tx Tx Tx Tx

Source: https://bitcoin.org/bitcoin.pdf

Blockchain = Distributed Ledger Technology (DLT)
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Introduction to Blockchain

* Blockchain (= Linked Blocks of Transactions)

4 B 4 N N £ N )
Block X Block 51 Block 52 Block 53 Block 54
Proof of Work = Hash(X) Proof of Work : Proof of Work : Proof of Work : Proof of Work :
0x000023EF56 *'"; 0000009857vvv ikl H 000000zzxvzx5 d===-- . 00000090b41bx ===-* - 000000jjIe3xq49
Previous Block = Hash(X-1) : Previous Block : Previous Block : Previous Block : Previous Block :
0x0000A1346E E RLEE 000000432qgrza1 B B 0000009857 vwv *{...: 000000zzxVZX5 %{-++» 00000090b4 1bx
Transaction Transaction Transaction Transaction Transaction
Ox12B6F8E387 Ik54lIfvx dd5g31bm 94Ixcvi14 555Ibj4j12
Transaction Transaction Transaction Transaction Transaction
0xAB91C52DA1 09345w1d 22qsx887 abb7bxxqg bn24xa0201
Transaction Transaction Transaction Transaction Alice —» Bob
vc4232v32 001hk009 340iu98a
. J \ J U J \\ J \u J
Blockchain

Block

Source: https://www.netguardians.ch/news/2016/12/22/blockchain-explained-part-2 Source: https:/fifthperson.com/how-the-blockchain-might-disrupt-the-banking-financial-industries/
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Introduction to Blockchain

= Block creation, Linking Blocks by Hashing
o remittance

ere)
R— R
HoA®

Transaction

BlockO1 BlockO2 BlockO3
@ o3 hashing '_—-1| =3 hashing Hease
mesclill ) - -  meae® ——

. 3‘:1.}’, «i

f®3 Hashing

For anti-counterfeiting,
Take a picture of Block01 and put it into Block02

W It iS called Blockchain because the blocks are connected by a hash
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Introduction to Blockchain .

POSTECH

= Key features of Blockchain
1) Decentralized Management
2) Transparency and Chronology of Transaction Data
3) Immutability of Transaction Data
4) Anonymity of Entities = Cause the wrong use of cryptocurrency

Traditional Process N - Blockchain Process

B 8
;
B-lg
5—)
X
Er—r1)

source: https://cmp.smu.edu.sg/ami/article/20161208/smarter- banking
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Introduction to Blockchain 0.0

= Key technologies of Blockchain
1) Asymmetric Encryption
2) Hash Function
3) Merkle Tree
4) Key-value Database
5) P2P Communication Protocol
6) Consensus Algorithm
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Introduction to Blockchain ol

* Transaction process In Blockchain
 Transaction — Confirmation — Settlement

o Transaction e 9 _|:|_
: /AN
(e r )| .

A%

1. A wants to send 2. The transaction 3. The Block is broadcast to
money to B is represented online every party in the network

o e as a ‘block’

@ (6
N NG l.;.;’l.;ff Q
@

[

Confirmation settlement
4. Those in the network 5. The block then can be added 6. The money moves from A to B
approve the to the chain, which provides
transaction is valid an indelible and transparent

record of transactions
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Introduction to Blockchain O,

= Public vs. Private Blockchains

Attribute Permissioned Non-Permissioned
i e.g. Hyperledger )
A Fabric, MS BaaS
. : e.g., Bitcoin,
Public e.g., Ripple Ethereum

MS BaaS = Microsoft Blockchain as a Service
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Introduction to Cryptocurrency oL

= A cryptocurrency is a digital or virtual currency which is encrypted using
cryptography used for the purpose of making payments or representing assets
based on Blockchain
* e.g., Bitcoin, Ethereum, Filecoin

= Altcoins are the various alternative cryptocurrencies that were launched after the
massive success achieved by Bitcoin
* e.g., Ethereum, Litecoin, Bitcoin Cash, Namecoin, Dogecoin, DASH

= Crypto Coins are cryptocurrencies that have been generated by the blockchain to
pay for incentives and transactions fees for miners (or block producers)

* e.g., Bitcoin, Ethereum, Bitcoin Cash, Ripple, DASH, EOS

= Crypto Tokens are cryptocurrencies that have been generated by smart contracts in
DApp and represent an asset or utility
* e.g., Filecoin, Tether, OmiseGO

e
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Cryptocurrenmes (Bitcoin and Altcoins)

Crypto- Launch Consensus Technological Peculiarities Privacy | Transactions
currency Mechanism per Second

Bitcoin 01/2009  Purely peer-to-peer version of PoW UTXO model, 1 MB block size,
(BTC) electronic cash hash SHA-256, 10 min block
time

Litecoin 10/2011 Instant, near-zero cost PoW Fork of Bitcoin, decrease of No 56
(LTC) payments to anyone in the block generation time to 2.5

world min
Ripple 09/2012  Real-time gross settlement Consensus of  Permissioned, public blockchain No > 10.000
(XRP) system, currency exchange supermajority

and remittance network

DASH 01/2014 Instant, private, secure PoW, Proof of 2-tier-network including miners Yes 28

payments Service and master nodes
Ethereum 07/2015  Smart Contracts for DApps PoW Account, Ethash, decrease of NO 15
(ETH) plus electronic payment block generation time to 10-20

seconds.

Bitcoin Cash 08/2017 Lower TX fees and more PoW Fork of Bitcoin, increase of No 60
(BCH) reliable confirmations than max. blocksize to 8 MB

Bitcoin

PoW = Proof of Work
PoS = Proof of Stake
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Introduction to Blockchain Monitoring

= What is Blockchain Monitoring?
* Overview

Transaction:
A—B
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Introduction to Blockchain Monitoring

= Why do we need Blockchain Monitoring? (1)

Dark Web Drug Dealers Arrested for Laundering
$2.3MInInBTC

, By Alex Korwin - April 17, 2019

The criminals were operating out of New York and Texas selling steroids and other controlled
substances | Source: Shutterstock

' Bitcoin Laundering: Two NY'ers
Convicted in $3 Million Drug-Infused
Scam

& P.H. Madore [ 24/04 1 ¥ Bitcoin Crime. Crypto. News

source: https://ethereumworldnews.com/dark-web-drug-dealers-arrested-for-laundering-2-3-min-in-btc/

source: https://www.ccn.com/bitcoin-laundering-two-men-convicted/
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Introduction to Blockchain Monitoring

= Why do we need Blockchain Monitoring? (2)

« Tax compliance

— How to impose tax on miners who generate revenue from successively mining blocks and
those who receive “airdrops” (National Tax Service)

BITCOIN
Ll Ll -
Bitcoin can create some St":ky tax Q-8: Does a taxpayer who “mines” virtual currency (for example, uses computer
- - ,

srl:ua‘l:lons here s Wh at experts say resources to validate Bitcoin transactions and maintain the public Bitcoin
. transaction ledger) realize gross income upon receipt of the virtual currency
investors should do resulting from those activities?
PUBLISHED PRI APR 13 2018 - 4:05 FM EDT | UPDATED PRI APR 13 2018 « 7:00 FM EDT A-8: Yes, when a taxpayer successfully “mines” virtual currency, the fair market value
@ Evelyn Cheng . of the virtual currency as of the date of receipt is includible in gross income. See

o sware W in &= o Publication 525, Taxable and Nontaxable Income, for more information on taxable

income.
o _ } ) Q-9: Is an individual who “mines” virtual currency as a trade or business subject

KEY © Dstermining the tax amount on “airdrops” and “hard forks” — to self-employment tax on the income derived from those activities?
POINTS which distribute new cryptocurrencies to existing investors — is

“an open question,” said Nathan Rigney of The Tax Institute.

- . - - , A-9: If a taxpayer’'s “mining” of virtual currency constitutes a trade or business, and the
Howevwver, “it's probably income more similar to a dividend.”

“mining” activity is not undertaken by the taxpayer as an employee, the net earnings
from self-employment (generally. gross income derived from carrying on a trade or

* In the event a taxpayer has created bitcoins or other

cryptocurrencies through the “mining” process, the IRS generally business less allowable deductions) resulting from those activities constitute self-
considers the profits taxable as self-employment income. employment income and are subject to the self-employment tax. See Chapter 10 of
Publication 334, Tax Guide for Small Business, for more information on self-
® Since the IRS treats bitcoin as property, online transactions using employment tax and Publication 535, Business Expenses, for more information on

the cryptocurrency are subject to capital gains tax.

determining whether expenses are from a business activity carried on to make a profit.

source: https://www.cnbc.com/2018/04/13/how-to-handle-bitcoin-tax-situations-like-airdrops-and-mining.html source: 2014 IRS Tax Guidance
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Introduction to Blockchain Monitoring é""

= Why do we need the Blockchain Monitoring? (3)
 DDoS attack

— How to detect DDoS attack caused by the big volume of transactions

200,000 Unconfirmed
Transactions Pile Up in Another
Crazy Day for Bitcoin

Now you can buy Bitcoin with us,
without even leaving your wallet

Exchanges overloaded. DDoS attacks. Huge price spikes, flash crashes, and

order cancellations. Over 200k transactions queued, some for more than 24

hours, in the mempool — despite paying high fees. Just another crazy day in

bitcoin, a land where every day seems to be wilder than the last, including source: https://news.bitcoin.com/200000-unconfirmed-transactions-
higher highs, bigger swings, and record-breaking numbers across the board. pile-another-crazy-day-bitcoin/

* Others
— How to detect vulnerable smart contracts in blockchain
— How to predict possible events in blockchain
— How to ensure the availability of blockchain by identifying application and node failures
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Introduction to Blockchain Monitoring

= What kind of data should we monitor?
Block

Transaction (Historical + Real-time)
Contract

Network
Node

E ﬂ I g:.—-‘_ ‘j
N X e il e o
. T 9O
& -B.."-_;.-_H_ o
T e\
‘ o _“- i
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Introduction to Blockchain Monitoring

= Monitoring data: Block
» BlockHash, Height, Version, Timestamp, Difficulty, Chainwork, ...

 What can we do? = Provide the evidence of imposing tax to miners
— Calculate how many hashes were consumed for the miner to mine a block
— Calculate how much the miner earns
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Introduction to Blockchain Monitoring

= Monitoring data: Transaction
* Input (Sender Address), Output (Receiver Address), TxHash, Size, Fee, ...
« Mempool state

« What can we do? = Detect illegal transactions and DDoS attacks
— Classify the same user of multiple addresses
— Build the graph of transaction chain (Who gives and receives)
— Calculate the rate of incoming and outgoing transactions
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Introduction to Blockchain Monitoring

= Monitoring data: Smart Contract
« Contract Address, State, Bytecode, Language, Event, ...

A—B
AR CD

Contracts

ne
om

St o
€ D

« What can we do? = Protect from being hacked
— Detect vulnerabilities that can appear from smart contracts
— Tract the state and activity of the designated smart contract

DPNM Lab. POSTECH



Introduction to Blockchain Monitoring

= Monitoring data: Network
« Peer Connectivity, Throughput, Latency, Bandwidth, ...

.']IFIJ'WAh
. Metwork

« What can we do? = Analyze performance and scalability of blockchains

— Analyze characteristics of propagation of blocks and transactions
— Propagation delay between nodes
— Performance per network connection and node type
— Measure performance on broadcasting routing
— The amount of duplicate messages
— Comparison of routing performance per each blockchain platform
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Introduction to Blockchain Monitoring

= Monitoring data: Node
* Node Type, CPU & Memory Usage (CPU, Mem, Disk), Sys. Info, ...

" >
® o |~
‘ ‘ ) MNodes

 What can we do? = Manage “private blockchains”

— Measure system failure and performance of nodes
— Resource state of nodes, program error, system/network performance

DPNM Lab. POSTECH



Introduction to Blockchain Monitoring

= Methods to collect data (1)
« Using Blockchain Explorer

— https://www.blockchain.com/explorer

— https://blockexplorer.com/
— https://etherscan.io/

Transaction view information about a bitcoin transaction

Summary Inputs and Qutputs
192 (bytes) Total Input 0.001545 BTC
ight 441 Total Quiput 0.00111626 BTC
Received Time 2019-05-19 21:51:55 Fees 0.00042874 BTC
Included In 576826 ( 2019-05-19 22:07:22 + 15 Fee per byte 223302 sat/B
Blocks It
er weight unit 2 sat/wu
onfirm 1
Estimated BTC Transacted 0.00111626 BTC
ali

scripts & coinbase

Block Explorer

'ou can search for things like Address, Transaction, or Blocl

Bitcoin

PRICE

AVERAGE VALUE

HASHRATE DIFFICULTY TX PER DAY

AVERAGE FEE UNCONFIRMED MEMPOOL

DPNM Lab. POSTECH
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Introduction to Blockchain Monitoring

= Methods to collect data (2)

« Using RPC on blockchain clients

bitcein-cli help
== Blockchain =—
getbestblockhash
getblock "bleckhash" ( werbosity )
getblockchaininfo
getblockcount
getblockhash height
getblockheader "hash" ( werbose )
getchaintips
getchaintxstats ( nblocks bleckhash )
getdifficulty
getmempoolancestors txid (werbose)
getmempooldescendants txid (verbose)
getmempoolentry txid
getmempoolinfo
getrawmempool { verbose )
gettxout "txid” n { include_mempool }
gettxoutproof ["txid"....] ({ bleckhash }
gettxoutsetinfo
preciousbleck "blockhash*®
pruneblockchain
savemempool
verifychain { checklewvel nblocks }
verifytxoutproof "proof”

== Control =

getmemoryinfo {"mode")

help { "command" }

logging { =include> =exclude= }
stop

uptime

Bitcoin RPC commands

DPNM Lab. POSTECH

bitcoin-cli getblock £EEODEEERE19d6689cHE5ae165831e9341f763aed6a2a6c172b3T1b60aRce26T

"hash": "0OOOEREEEE1SdE689C085aelh5831e934TT763ae46a2a6c172b3F1b6Rasce26f",
"confimations": 539458,
"strippedsize": 283,

"size": 285,
"welght": 1148,
"height": @,

"yersion": 1,
"yersionHex": "0OEEEEEL",
"merkleroot": "4aSeledbaabB9f3a32518a88c31bcB7TH18FT6673e2cc77ab2127b7afdeda33b”
it |
"435eledbaabB9f3a32518a88c31bcB7T61817667322cc77ab2127h7afdeda33b”
1.
"time": 1231006505,
"mediantime": 1231006505,
"nonce": 2083236893,
"bits": "ldeeffff",
"difficulty": 1,
"chainwork": "GO60EE6EE0EE00E0EREEHE0EE06EE6REHHEEE00E0EREHEE0EE0ERRE1AE1EGETL",
"nTx": 1,
"nextblockhash": "000PODOO339a3e6886ab5951d76T411475428afco0947e2320161bb18ebp0ag"

The result of a RPC command to get information of a block




Introduction to Blockchain Monitoring

= Methods to collect data (3)
« Parsing the log of blockchain clients

UpdateTip:
UpdateTip:
UpdateTip:
UpdateTip:
UpdateTip:
UpdateTip:
UpdateTip:

new best=000B0EE0000EOOOORE273a2509527501293869c6e00773d7ea267dasbe7ad5ed height=572949
new best=0000000000OOBEOOEREE57Ta3867bTebcbaeb934469420936d44b8c3173efdda he1ght=572950
new best=0000000000BBBB00001152b5T0adSccad66cd1558e0c8a3%%dcdab06lbeb543 height=572951
new best=0000EE000RBRREEE001b1c0595chbet5Ted7e3babsd7621875762%deef40B8734 helght=572952
new best=000B0E00000EE0OOOO125bTcA911bca5bodd631e54853b4306257a5c6121813b height=572953
new best=000B000000000000DER2dT42a617c92514cdc4d53bbal2521756d5228646359358 height=572954
new best=000000000000RRRERR1dTH9225c15636339c9T9681dcelVcfaedl 7600313083 helght=572955

DPNM Lab. POSTECH
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Introduction to Blockchain Monitoring

= Methods to collect data (4)

* Developing a small client
— Using socket library and each protocol

inw

Payload (maximum 50,000 entries, which is just over 1.8 megabytes):

Field Size | Description | Data type

packet, after filtering known
relay set - arbitrary ac

hawving full transaction indexes (which modern nodes do not).

Payload (maximum 50,000 entries, which is just over 1.8 megabytes):
Field Size | Description | Data type Comments

1+ count var_int Mumber of inventory entries

36%7 inventory inv_vect]] | Inwventory wvectors

Allows a node to adwvertise its knowledge of one or more cbjects. It can be received unsolicited, or In reply to getblock

Comments
1+ count var_int Mumber of inventory entries
36%7 inventory inv_wvect]] | Inwventory wvectors
getdata
getdata 1s used in response to Inv, to retrieve the content of a specific ohject, and is usually sent after receiving an

elements. It can be used to retrieve transactions, but only if they are in the memory pocl or
cess to transactions in the chain is not allowed to avoid having clients start to depend on nodes

source: Bitcoin Protocol Documentation,
https://en.bitcoin.it/wiki/Protocol documentation
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Blockchain Monitoring and Analysis System

= Related Work (1)

* Blockchain Explorer — Bitcoin, Ethereum, ...
— Show the blockchain data such as Block, Transaction and Contract

Ethereum Blockchain Explorer Quick links: ERC-20Tokens  ERG-721 Tokens

All Filters

Best Cryptocurrency Exchanges (The Most + samnat @ 0gsraBIC 01 2o SWEMETS o
. .
Comprehensive Guide) B s S
9 . / 3 k 500k
$26.536 Billion i 2,110.32 TH 168,391.72 GH/s May § May 12 May 19
Latest Blocks Transactions
Height Age Transactions Mined by Size
= 7794561 Miner Nanopaol 2.11688 Eth - 0xB343deBldct... From 0x5b24172f6ff727d 19.99974 Eth
576870 24 minutes ago 1697 888674 14 secs ago 196 BXNS in 9 secs ¥ f4secsego To Oxf0d9fcbatefdbd3e.
576869 28 minutes ago 1203 790727 Bk 7794560 Miner Spark Poal 2.12654 Eth = 0x41468d3e53... From 0x7ec9a8680a0183... 0.41974 Eth
24 secs ago 198 txns in 31 secs X 14 secs ago To 0xf0dSfcbdfefdbd3e..
576868 34 minutes ago 1638 AntMiner 810013
7794559 Miner Ethermine 2,18124 Eth 0 38e2.. From Ox6cafBac632e6737 0.19864 Eth
Bk T*
See all blocks 54 secs ago 210 txns in 8 secs 14 secs ago To Oxaa7427d8f17d87..
Source: Blockexplorer — Bitcoin, Source: EthereScan — Ethereum,
https://blockexplorer.com/ https://etherscan.io/
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Blockchain Monitoring and Analysis System
= Related Work (2)

 Blockchain Nodes - Bitcoin, Ethereum, ...

— Show the overall information of nodes in blockchain network
Ex) The number of nodes, Geographical position of nodes

i Network number 1Last updated a few seconds ago
G Earn bitcoin CLENTS

‘Want to advertise here? Email support@earn.com

GLOBAL BITCOIN NODES
DISTRIBUTION

Reachable nodes as of Mon May 20 2019
12:28:16 GMT+D300 (Korean Standard Time).

9499 NODES

24-hour charts »

(]
Clients Client Versions

Top 10 countries with their respective number of
reachable nodes are as follow.

¥
RANK COUNTRY NODES b ] #
.
1 United States 2388 (25.14%) — >
2 Germany 1883 (19.82%) - . Lo . m
. > .
‘8. [} ‘ g
3 Francs e 611 (6.43%) ’ g
l . -
a4 Netherland: 513 (5.40 L. '
Netherlands ( %) e n
5 Canada 350 (3.68%) \‘ &
Lo
6 China 318 (3.35%) -
7 Singapore 303 (3.19%)
~ . 4
8 United Kingdom 298 (3.14%) v o D . 2@
»
9 wa 261 (2.75%)
10 Russian Federation 246 (2.59%)
More (100) »
Map shows concentration of reachable Bitcoin nodes found in countries around the world.
Source: https://bitnodes.earn.com/ Source: https://www.ethernodes.org/network/1
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Blockchain Monitoring and Analysis System

= Related Work (3)
* Blockchain Analysis — CHAINALYSIS

Building trust in blockchains.

PREVENT, DETECT AND INVESTIGATE CRYPTOCURRENCY MONEY LAUNDERING, FRAUD AND COMPLIANCE VIOLATIONS.

Clients
Financial Institutions ‘ Cryptocurrency Exchanges ‘ Government
Meet AML and KYC compliance obligations Visualize and investigate the source and Detect suspicious activity and emerging
by receiving reporting on your customers’ destination of suspicious transactions. threats from the dark web. Investigate the
cryptocurrency-related activities. Export results for regulatory reporting. illegal sale of customer data and

ransomware cases in-house

Source: https://www.chainalysis.com/
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= Qverall Architecture — our own

Storing
Raw
Data
RPC

DPNM Lab. POSTECH

Analytic Engine WEB
File Database ; Web Server
\ Fetching Data
for Analysis Result for Graph Rendering File I/O Swagger
» F] ) Graph —* based Rest >
g ) = Fetching Cluster Info, Cluster Rendering AP
g E] g g g ﬁ- g E statistical Data File /O Ef;la o
3. =
ES| |E2| |EE EE . . g & Http
88| |8 Z| |® 2 Fetching Anomaly Object Info, Response 8 5 Request
- Statistical Data File I¥O Rectful AP E 5 <
-
c
- Fetching User, Tx Data FILE I/O Clustering - Request Response - v
Storing Data | . Data m
File 170 ! q i 2 g  [Restfulap| | Restiul AP ;f—_ o
Storing Analysis Result FILE I/'O v AP z =
Extractor Clustering Analyser Request z g Hitp
Restful API - 2 Response
> E ¥ o p
E E K-means Clustering g g
g E g' g E . Anomaly Data = Tableau
g 5 g 5 5_ API Data —
£ § 2 g £ g SOM Clustering Visualization
Sending Raw Data
RPC
DBMS Fre-Frocessing Monitoring Agent Blockchain
Management (Distributor) + DiStl'ibU.tEC' Node Collector
I | Apache Kafka Messaging Interface
Storm RPC Metwork RPC itcoi
. . - - - Streaming @j | Collector = B'E::ﬁm BITCOIN
- stof spout Processing
offin -+
8 E g g E; Datag . Broker [3 n
3 @
g E 1 é = Topol +J Broker Ij E ,7
el E||2||g||¢ i : =
— Broker |4 = ade RPC
E g E g E | :' - Geth ETHEREUM
8 8 Bolt 1« Broker |§
& “ u Bitcoin Collector
= Ethereum




Blockchain Monitoring and Analysis System o,

STECH

= Monitoring Agent & Node Interface
« Collect data by using RPC on blockchain platforms

— Node, Network, Block, Transaction, Contract

Node Interface Node 1
Classifier Interface 1 g Agent
= Bitcoin | —= RPC Request
€ Man R — »
Database — s o < Bitcoin Core
SNP‘P RPC Response
T Agent + ru1an;ger > S,.NZLT .
Blockchain + Ag
Time
Interface 2
Etherium Node 2
Manager
SNMP Agent
Manager
el ¢ _| Go-Ethereum
Temp SNMP RPC Response
Database Agent
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Blockchain Monitoring and Analysis System

= Database on Blockchain server

* Receive the collected data through Kafka broker
— To store a huge real-time data such as a number of pending transactions from several nodes

* Preprocess the received data using Apach storm

- Indexing, extraction of statistical information, separating transactions from a block,
distribution on storing data

Pre-Processor

A\
» “~=" STORM

A A
-
Pt
N

N— Broker node
— Interface
MongoDB 4—[ o T §8kofko
(T Soer 1]
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Blockchain Monitoring and Analysis System

= Analysis engine on Blockchain server

 Extract statistical data and associated data

— Analysis engine for time-series analysis, processing on statistical data and association rule
between data

« Analyze the association data through clustering algorithm
- K-means, SOM

Analytic Engine ! Web
_________________________
Statistical Clustering
Data Module Analysis !
— Extractor —> Based K-means Result :
Associated Clustering i
Data Module ' ;
Extractor Based SOM e
m(mm&mm : Moni[ormg Agent :
7777777777777777777777777 ‘
TRaw Data
e e iieeanee—e-==-"Raw Data |
i Database
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Blockchain Monitoring and Analysis System

= Web Interface Architecture
 Show the collected data and result of analysis (Visualization processing)
« Support REST APIs to allow users to get the data

Analytic Engine Web Server
BACKEND FRONTEND
Request
Express g
equest equest I
r i or b ~
- ute ‘\\ ute
Request Analysis Result Response
to Analytic Engine
by RESTful API
Angul
Database
Route1l.js \ Routel.js Route3d.js Routed.js
Request Raw Data Request render
to Database ) specific graph
by DB Connegction by Tableau
- >,
| Request custom CSS
to render
web page Tableau
Static File CSss S
Request static File
to render
web page
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Applications & Summary o

= Applications

 Blockchain Forensic, Criminal Transaction Detection, DDoS Protection,
Private Blockchain Management, etc.

Blockchain
DDoS
Protection

R N T R VN L P

Contracts Blocks Transactions Network Nodes

DPNM Lab. POSTECH
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.
Summary o

= Blockchain

* Main features: Decentralization, Transparency, Immutability, Anonymity

Needs of Blockchain Monitoring

+ illegal transaction detection, DDoS attack detection, tax imposition of revenue
from mining, ...

= Monitoring data
* Block, Transaction, Smart Contract, Network, Node
= Blockchain Monitoring and Analysis System

= Applications

* Blockchain Forensic, Criminal Transaction Detection, Blockchain DDoS
Protection, Private Blockchain Management

DPNM Lab. POSTECH
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